


The presentation breaks into the following pieces: 

- we start with a Poll to get audience participation but also to see where the audience 

stands 

- We then discuss that it is non-trivial to exactly know where “my credit card data” is – 

after all files get FUP DUPed easily… 

- We also mention that using production data for test is Verboten, however creating 

good test data is not easy – unless you use SecurData for it 

- Next, we discuss “My auditor wants proof where my credit card data is” 

- We start with a quick side-track about PCI (“love it” / “hate it”?) in which 

we also hand out the “nightmare on PCI street blog” and discuss why PCI 

might not be a bad thing after all 

- We show the actual verbage of the PCI standard which makes pretty clear 

that the auditor indeed cares 

- Finally, we introduce PANfinder 

- and end with a Summary 

 

 

 



Thomas Burg is CTO of comForte 21 GmbH. He was a ‘computer kid’ at the age of 13 and 

wrote his first COBOL programs on  

Tandem Computers at the age of 20 while studying physics. Thomas received a Masters in 

Physics from the University of Mainz and  

spent a year as visiting graduate at the University of Washington, Seattle. His work focus is 

Computer Security as well as integrating  

HP NonStop systems into an Enterprise architecture. 



Before we go into the presentation I’d like to do a quick poll … So I kindly ask each 

participant to take 2 min to fill out the form which my colleague is just passing around. It 

should take no longer than 2 minutes and we’ll use the collected results to jump-start the 

presentation. 



Let’s discuss the results… While there were only 10 participants in the survey, the survey 

results do show: 

- people DO care about where their credit card data is 

- About half of the audience admit to *not* knowing exactly where their credit card data is 

on their production system; even more don’t know on their test system 

- Most of the auditors indeed require proof where the credit card data is on both test and 

production system 

 

 

- all in all it seems like PANfinder is the right product for most of them… 



Let’s discuss some questions of the poll in more depth… Knowing where the data is 

can be tricky, especially in large institutions where systems are complex and handled 

by multiple people. Also, systems change over time. 

 

 



This picture shows a typical large railway system. I chose this image as a metaphor for a 

typical production system: Things are well organized, well documented, everything goes 

according to plan (hey, at least in Swiss railway). However, even in Swiss railway things 

every now and then do NOT go according to plan. A train gets diverted, an engine fails. So, 

processes are broken for “quick fixes”. Trains end up in unexpected places. 

 

Translate this to a typical credit card processing system: You have some of the following 

files (at minimum): 

- transaction log file 

- if you process “on-us”: cardholder file 

- if you settle to another system: daily settlement (intermediate) files 

- if you synchronize to other systems: possible files to be transferred in batch mode 

 

This is a subset of the “planned for” situation. The more complex your system is, the harder 

it is to get a full grip…. So why not automate the search? Most probably, you *will* have a 

rather good grip but to ‘double-check’, a computer program is the right tool – searching is 

easy for computers. 



Applying the prior metaphor to a test system, things get much more complex: 

- you may be testing various releases of various applications 

- very often on test systems data is created on the fly, but never purged 

- of course it is Verboten to use production data in test, but if time pressure mounts … 

 

 



This is not trivial 

Cannot copy production data 

Needs to be “close to” production data, otherwise worthless 

The solution: comForte SecurData 

Can tokenize data “in place” 

Can also replicate data from production system to test system, leave it unchanged in 

production but tokenize at test system 

Creates high quality test data with no security risk whatsoever 



PCI verbiage aside, it’s kind of a “Duh” question: if you don’t know where the data is, you 

cannot properly protect it. 

 



We’ll show in a second that PCI in fact requires EXACT and PROVEN knowledge 

of where credit card data is. 

 

However, before we look at the actual PCI requirements, let’s talk a bit about PCI… 

(or internal audits)… 

 



How do you view PCI – left or right? 

 

Thomas Burg has written a ‘short story’ called “Nightmare on PCI street” about this 

which is appearing in the current issue of The Connection – we’ll hand it out now so 

you can read it afterwards. Point in case: do get your CSO involved. From a risk 

management perspective, the NonStop systems should certainly NOT be 

overlooked… 

 



The icons in the center depict a couple of insurances each and every one of us most 

probably has for his house. How likely is a tornado destroying your house? Or 

lightning striking it?  

 

But: Do you have a fire insurance? 

 



Having discussed PCI a bit and –maybe- having established that it is there to protect your 

NonStop system from the unlikely; here is some verbiage in the standard which makes it 

clear that you need to have a good grip where exactly your credit card data is: Unless you 

know, how can you implement the action items above? 



Before even talking about specific “line items”, the PCI standard provides guidance about 

how to properly identify files containing critical data. 



There are a couple of products for non-NonStop platforms which support ‘searching for 

PANs’. However, NonStop is not supported by any of these products… 












