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About CSP

» Based in Toronto, Canada with » Large number of Customers and over
Partners, Agents and Distributors 1000+ licenses World Wide
worldwide

» NonStop® Alliance One Partner since » Customers include:

1987. o Largest Banks

o Major Stock Exchanges

o Defense and Healthcare
organizations

o Telecommunications
o Manufacturers

» Develop, Support and Distribute
Security, Compliance and Audit
Solutions for the HP NonStop®
Market.

Business Pariner
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invent

Integrity Ready [ ]
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» Mew Blade choices
for a 24X7 world

Computer Security Products Incz.



Agenda

» Current applications in OSS
» What people told us about OSS security
» OSS Specific Security Settings

» Procedures and tools

» CSP - How we can help OSS users
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Applications in OSS

» NonStop Web services related:
- SOAP

- iTP Web server
- JSP, JBOSS, Spring, Apache C
. SQL/MX ( - o )

TML

S
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Applications in OSS

» 37d Party:
Base24 EPS (TSS)
Lusis Tango
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OSS Security Survey Results:

v

Survey sent to 369 Users, -> 73 competed surveys.

v

82% using or planning to use OSS
Most popular are SQLMX and IBMMQ

90% though it important or critical to have a secure
OSS environment

v

v

4

A plethora of security strategies!!
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OSS Security Survey Results (cont’d) sfm_vg

» Over 43% said it would be difficult or very difficult

» Yet over 80% want better granularity and visibility
of OSS security settings!

» Primary concerns: Lack of knowledge or difficulty
of integration with existing schemes.

» Room for Improvement:

> Visability

- Command Control and auto-elevation of privilege
» NonStop-X??
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NonStop system security context

» Safeguard Globals
» OSS specifics:

> Filesets

- User and admin access
- Default shell and file permissions

> Audit setup




Safeguard

;

$D4 BSPT440 58> safecom
SAFEGUARD COMMAND INTERPRETER — TS750HO05~AHL -
=info safeguard

SAFEGUARD IS5 CONFIGUERED WITH SUPER.SUPER UNDED

AUTHENTICATE-MAXTMUM-ATTEMPTS = 4 © Copris 208 & Gl e AL g e
AUTHENTICATE-FATL-TIMEOUT 60 SECONDS

AUTHENTICATE-FATL-FREEZE = ON

PEOMPT-EEFORE-S5TOP = ON

PASSWORD-REQUIEED = ON PASSWORD-HISTORY = 3
PASSWORD-ENCRYPT = ON PASSWORD-MINIMUM-LENGTH = 4
PASSWORD-MAXTMUM-LENGTH = 30

PASSWORD-ALGORITHM = HMAC256
PASSWORD-COMPATIEILITY -MODE = OFF
PASSWORD-UFPPERCASE-REQUIRED = OFF
PASSWORD-LOWERCASE-REQUIRED = OFF
PASSWORD-NUMEERTIC-REQUIRED = OFF
PASSWORD-SPECIAT.CHAE-REQUIRED = OFF
PASSWORD-SPACES-ALLOWED = ON
PASSWORD-ALPHA-REQUIRED = OFF
PASSWORD-MIN-QUALTITY-REQUIRED
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OSS Filesets

» OSS filesets - analogous to the Unix “mount”
operation, with NonStop OSS specifics.

» Managed through SCF:
- Audit set ON if needed.
> Access options:

 Lock-out SUPER.SUPER.
- Make read-only.




Audit in OSS

» Set by fileset
» Set ON for Security—-OSS-Administrator.
» Turn on the OSS Client audit in Safeguard

» Warning: injudicious audit settings may
overwhelm your audit pool...
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Access Rights for OSS files

» Not subject to Safeguard rules.
» Secured using Unix like permission strings:

owner L Gow | tod__

@\ rwX rw X
/

» Options for setuid, setgid etc.

» Managed with chmod, chown, chrgrp commands.
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OSS Basic Permissions

» OSS uses the Unix format (owner/group/world)

» Don’t rely on the defaults!

» Common issues (just like Guardian):
o Orphan Files
> Excessive Privileges
° Files Accessible to all users

» How are you checking yours?
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OSS Basic Permissions - Issues

» Visibility and reportability
» The three categories (owner/group/world) are
sometimes not granular enough.

» Managed from the command line and/or scripts
" . —— _ |

@' Itaniu
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OSS Extended ACLs

» Recommended by HP to provide improved granularity.
» Based on the HP-UX implementation.

» Allow for:
> specific permissions for users/groups on files/directories.
o default ACLs on directories

» Managed with setacl, and viewed through getacl.
» Awkward to set and to read.

» Just like Safeguard ACLs, these can get messy very
quickly...
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*Globals

, eUsers

Safeguard *Security Groups
«Audit management

Fileset \ | eRestrict access
*Audit enable

B [ permiion
*Setuid/setgid

«Application access

Application I rules
L.0g mahagement
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Ongoing OSS Compliance

eData collection
eBatch
e[nteractive

*Globals
eUsers

*File perms &
acls

*Report
Merge
*Forward

Compliance
Permissions
*Change

Monitor
cAlarm
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CSP Tools for the task:

» Initial Snapshot:
- Protect-UX - Capture and visualize file permissions

> File Integrity Checker (FIC): Monitor Files for
changes.

- Set up monitoring and event streams with Alert-
Plus and Auditview for merged Audit.

» Ongoing:
- Snapshot the directory tree and check contents for
changes (log files OK)

- Review for erroneous or excessive privilege, Orphan
files, etc.
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Protect-UX - a closer look:

Protect-UX Master Node is used to store
policies files, credentials etc.

—— List matching files

= Fitters | Actians |

Mansge Fiery | Fifter 1 [

i [ = [P -, | Filter preview completed ratreved on: 4/3/2014 10:15:52 AM. total files found: 158

II - 4= e Fittes Congition [l e & Cloze i T = e — "s'.,.,
L‘ F::- n:-;:u..s :"E
E_Dncwry:\'.ame -' fhomeigaifies sl f— EE
Apply
i L —— E.
Firer Caniion X o
. . Appl ...and/or apply changes .

Protect-UX Fileset Macros (user- defined PRl Pply chang

or templates) automates file management
tasks based on attribute or name, to: \

| Fiters | Actars.

| Manage Actions | Acticns L (]

Il sove & Cicse

| File Attribute Changes Xi'

« discover current state Apply
* apply settings or actions.

Attribute: | Cthtr Permmmons | |Remave =| FiREIWFIX
|

| == New File Attribute Change | | == New File Action
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Protect-UX Policy Access Matrix

Protect-UX Master Node is used to store
policies files, credentials etc.

P

-

| Dev | ’Ops | Managers |
‘Resource ‘ [ @ L @ L &
Java | 8 e e
[¥] Read [¥] Read [¥] Read
Write [ Write [ Write
L :']’ Exec Exec [ Exec
Macro | 8 e <]
files Ih?d Ih?d Re.t . )
i g e I Application X
e |0 B8 = 8 = @ Implement
[#] Read [#] Read [¥] Read
Write [ write [ wirite
:’]’ [E] Exec [ Exec [ Exec \
. Implemen P
Protect-UX Policy is used to manage plement Application X
files for an application deployed on
multiple systems with: \
) ) Implement
*Automated implementation o
*Review and analysis tools Application X
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FIC - Check Your Files!

1By CRM 2.20.1 - Session SVR_D2 MKCR220 IM
File Edit Insert Filelntegiity Compliance Reporis Session Tools Maintenance Options Window Help

File integrity monitoring e N
1B 055 Filset Mantenance [oll@=]

. - - S
IS a crucial requirement —— i
Node: [ \TANIUM - @ SingleNode|+ Hode: | MTANILM M B Sinols-Node|
Fileset 2 New Filzset Check Type Comment
O 304562 fugers/micha...  File Type .

$SYSTEM.DSMSCM.CBEXE Delete
- I Show Check Results, category: ALL

. 35
Includes checking of: e o =
L] Node:Lf SITANIUM > |..[12:20
5

055

Fieset Name Check Type Comment
Fileset Mame Check Type Comment 2 Jusers/michaes/espiers.. File Type
T - Check
MD5/MD5-Inc ;
Dljct Name Resul EEE ) B
[ Kl L3
. 045008 Pass/No Dilferencs R
F I | e I e $D4500 A1 Pass/Ma Difference Include Object Mame Fesult Last Function Chec *
D400 AN [Pt Jusersimichaes/osp/ors,. PassiNoDifference  Base File 1| Base Reset
. D400 A2 Fassd Silfprmnes Bass Resst - Jussrs/michass/ospor/.. PassiMoDifference  Bass File T
D400 A3 Pass/Ho Difference AT . el ey D File 7| Ty
aS O I I e D450 A4 B e e B Exclusi Jussrs/michass/ospors.. PassiMoDifference  Bass File T2
D450 AL B B vaidex| | [lUssisfmichassisspiorl.. PassitoDifsrence’ Base File T
D450 ABAT Pass/No Difference : Jussrs/michass/ospors.. PassiMoDifference  Bass File T
D450 AAATD Pass/Mo Difference =l |
a u S a n e i tussrs/michass/cspior . PassMoDillsrence  Bass Fie 1
] kAt asio Difirance Jusers/michaes/cspror . PassMoDilsrence  Bass Fle T | Fiter by Rl
HIA e faasaiierencs Fiter by st lussrs/michass/cspior . PassMoDillsrence  Bass Fie 1
n r D400 AbA2 Fassd Silfprmnes Jussrs/michass/ospor/.. PassiMoDifference  Bass File T Al
W Bl fE4 >°< AAAB EEW‘ ﬁ” Ef!fe’e'“ Al Jusersimichaes/cspior/. . Pass/oDifference  Bass Fils T _
e pm— - P S G- o o
. Entrie ] ’
Security Type st [oon |

B (nSTirs Fe il Cheklyhe Felais teusilng Entries: 15 No Statuss Filter available Check Type: File Type, Last Modified, S

Safeguard
Security Mask e i

G ro u p G:ZE:IUM tzszf:‘:;at;\\MNluM Last spstem logon: 03/31/2015 11:51 Ak —— — é
Set Uld

Set GId

EOF (also EOF Incremental)
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Let’s look a specific example:
IBM MQ

» Pre-installation:
- Adding the user and group mgm.mgm
> Ensure the initial location permissions are open
- Create a fileset (if necessary) to contain files.
» Post-installation:
> Snapshot the directory tree and contents
- Review for erroneous or excessive privilege
> Set up monitoring and event streams
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CSP Protect XP:
Add the user and group

IF) uSER Properties \ITANTUM MQM.MQM X
Set Like

General | Members Owrerlist C ) Gat ke Perzonal

General | Pazgword  Def. Prot,  Def. Prot ACL - Aliases  Groups  Comint 055 Owner List Descriptm

M ame: mgm

Description: |pQM Administrator G

Last Modified:  05/02/2015 3:2

Dwrier
M ame: SUPER.SUPER
ID: 250,255

|dentification
MNarne; |MOM MM

Statuz
Last Logon:

Lazt Modified:
E=pires: E HOME

Dwirer

M ame:

Audit bManage
Faszs | ALL -

Fail  |ALL -

ACL count

i —_

ID: 32198 |,

Failed Logons: Status:

Rezet Failurez Last Reset:

= = Laszt Failed:
4, ID: 255.255 |4,
audit &uthenticate audit Uzer &ction
Paszs |ALL - Fasz: -
Fal: | A&LL - Fail: -
1] Cancel
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Check permissions - Protect-UX

q 1
IE Protect-UX-306427 e m— b o[BS

Home Palicy Fileset Teols Licensing

=
& EH A O m
Mew  Save eduler | Metwork Credentials

i

NevIew WL

|.l"l

Common Tasks Fileset Tasks Tools Administration
FileSet Macro Browser -5 I 4™ itanium: mgm [X | [ Install Dirctories ﬁ | 4, Preview: Install Dirctories X a _
I 7 FileSet 2 . Target: @itanium

4 W mgrm E| Full Path Mame Size Permissions Chwner
4 ) Filters £ Susrfibm directory drWHIWET-X MMM
?Filter Ca Jusrfibrmdmgm directory drwirwEr-x MMM M
2 fopt/mgm directory ArwHrwEr-X MMM

4 Actions -

Templates EJ
] @itﬂnium

[ =123

4 | m | k

Fileset macro completed, retrieved on: 2/5/2015 4:24:03 PM. total files found: 3
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FIC - Create Snapshot

I Show Check Results, category: ALL = E=h ™
Mode; | SITAMILR - _I Last updated: 2015-02-05 1727
Filezet Mame Check Type Camment Filezet Recard Count Mumber af Fails
Aoptimamdt s File Type .. 4 0 Check
Aearfmagrnd* File Type ... 2 1]
Aeardmagrnd qrgr i : 0 Exclude
Include
Baze Reset
Hiztary

Clear Object

Object Mame Fesult Last Funchian Check Tupe Last Updated Changt
Aear/mgmdgmgrs @S YSTEM mgz.... Pazs/Ma Difference Baze D& 2015-02-05, 17:08: 26 zuper-t|  Filker by Result:
Aear/mgmdgmgrs A @SYSTEMAproz...  Pazs/Ma Difference Baze D& 2015-02-05, 17:02:36 super-t Al
Aear/mgmdgmgrsA@SYSTEMAgmunt - Pazs/Ma Difference Baze D5 2015-02-05, 17:02:45 super-t
Aear/mgmdgmgrs A @SYSTEMAgmp...  Pazs/Mo Difference Baze D& 2015-02-05, 17:02:53 super-t

| 1 r

Show Filezet

Entries: 4 Mo Status Filter available Check Type: MD5
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Change detection

=| Email alert of a ndow rep | Cesissseyit | Detalled change (SRS
C h an g e 2&% a Filezet Narme Check Type Can h IStO ry I n F I C
" " e 4 Check.
olview Editor Fules | Ses| /oevmon? i TR, =
b Heardmagmd* File Type ... 2 a
Event |Date Tirne Typs | Monitar Mezzal | ASME : 2 FENE
[ 2/6/2015  10:08:02 4M ) WTAMIUM.$4PBS 058 Ff : ) s
Ao, Object Name Result Last Function Check Type
2642015 10:08:0:2 &b WTARILM $APBS 055 F
s Hrar/mgmdgmors MBS TS TEM Amgz.ini D5 changed Check Run D5 Bleaa Blassd
$ Email MESSEQE Pro FIE'I"tiES Fvar/mgm/gmars/ @S5S TEM Aproc.ini Pass/Mo Differenc Check Run MDS
Hvar/mgmdgmgrs MBS TS TEM Agm.ini D5 changed Check Run MDE ey
Fear/mgmdgmarsB5YS TEM Agmproc.ini Pass/Mo Diffgffnce Check Run D5
General . . |
Meszzage Generated By Show Flocat
B Time: 06-Feb-201510:03:02.332 Moni MTAMIUNM. $8) Entriesa No Status Filter available heck Type: MD5
Rules Object: STANIUM.$D4.BILLTEST.FICRULED
Fules Source; WTAMIUM $0D4.BILLT| Audit -Number: -FFFEQ2ENG 2B d - - d - 'I
Audit -Time: -Jun- . h PROTECT
a1 2 zong Auditview audit trall | eeorsces
Terminal - -: -\PROTECT.$ZTN0)| Trustedd
M Requestor i "TEST.ONE - ( 99, re port Changeq
EEls Subi -Proc.: -\PROTECT.3, 331
. ilzi@czpeecurity com | CreatorTID-: *TEST.ONE - (<99, - c1) - - ccrvrrrr e System- - - -: -\PROTECTI
To bills @ t
AuditCrID:: ‘SUPER.SUPER - (255,250) - r o v o e e e e SubSystem-: "-TANDEM - - - -
143-G119
Fram: hills@cspsecurity.cum AudtCrProc: -\PROTECT.S5ZPNS1
ObjType - - -: "0SSDiskfleq
. i - Obj ‘Owner :: *TEST.ONE - {99, < +1) « - ObjOwnTjE': ‘Locald
Subject: LSP Manitor Event 0 var/mam/aqmgrs/@SYSTEM/ an. ini=50SS . 2YQ00003 . 200000 4K: 9813223854
Outcome - - -: -Grantedq
Tent 055 File Integrity Cher| - -2 - -secondary -Recordst
<Mear/mgmdgmaresiert | q
Type-: -Before - - - - e Text -Type -: 0SSFileAttrd
Variant: -1(File -Mode -Only) 1
File -Mode: 0100666 - (~xw—rw——) 1
1
Type  : Affer - c e e Text -Type - : m(}[ -
Variant: -1(File -Mode :Only) 1
File ‘Mode: -0100660 - (-rw-rw—rw-) 1
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Verifying the permissions

[ Protect-UX - 3.06.427 LE‘_M

Home Palicy Fileset Teools Licensing
H I
- W
Show MNetwork Credentials
Access
Administration

- Show Access

Sarver Node: [Esave Result Show access completed, retrieved on: 2/6/2015 11:53:26 AM. total files found: 12
[@it&nium vl = N - -
Full Path Name Size Permissions Owner Group Date modified
Search in: /varfmam (| fvar/mgm directory dIWKIWEI-X MOMBQM MM 2/5/2015 5:.07:15 PM
8 /varimgm/@SYSTEM directory ArWALWET X MOM.MQM MQM 2/53/2015 5:16:34 PM
Access o Jvarfmgm/mags.ini 6 b “IW-IW-T-- MOM.MQM MQM 2/5/2015 5:08:48 PM
! REIWH X o jvarfmgm/procini Tb —Tw-rw-r-—  MQMMQM MQM 2/5/2015 5:06:58 PV
I [ Include "other’ permissions (i Searfmgm/gmgrs . directory dIWRIWET X MMM MM 2/5/2015 5:21:27 PM
5 fvar/mgm/gmgrs/@SYSTEM/mgs.ini 11 b SRS MQM.MQM MM 2/6/2015 10:38:52 AM
Select user or group: o fvar/mgm/gmgrs/@SYSTEM/procini 0 b —IW-IW-T-- MOM.MQM WM 2/5/2015 5:08:36 PM
i o fvar‘mgm/qmgrs/@SYSTEM/gm.ini 7 b “IW-IW-T-- MOM.MQM MQM 2/6/2015 10:06:43 AM
| i Users &Groups o Mvar/mgm/gmgrs/@SYSTEMqmpr.. 0 b TIWoIWoIo- MQM.MQM MQM 2/5/2015 5:08:53 PM
o fvar/mgm/gmgrs/KXK 0b SUnEEELE= MOM.MQM MQM 2/5/2015 5:08:45 PM
CSP.BILLS@itanium v . jvar/mgm/gmgrs/ddd 0b —Te-TW-T-—  NMQMMQM MQM 2/5/2015 5:08:53 PM
! o var/mgm/qmgrs/oo 0b “TW-rw-I--  MOMMQM MQM 2/5/2015 5:08:36 P

User is member of group(s):

C5P@itanium
C5P@itanium
MOM@itanium

Show Access Report
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Apply ACLs as needed

I Protect-UX - 306427 =lE] =% |
3 . -
Home Palicy Fileset Tools Licensing e
=- -~ == =- % y Metwaork
e H © B B N © r
- - — - = Credentials
Mew  Save  Save Refresh Validate Implement Reports Secunty Scheduler
As v
Common Tasks Policy Tasks Tools Administration
[Crmsmm] e I
Role 'Deu | ’QA | ‘Graphir_fs | Rolel d
Add
Resource @ @ @
§Scurr_e <] [ ] [ <]
Read Read Read
Wit [C] Write ] Write
= Exec Exec Ewxec B
JImages [} (%] %]
Read Read Read
] Write [C] Write Write
= O] Exec [ Exec [ Exec
JData <] [ ] [ <]
Read Read Read LM
] Write Write [E Write
-] O] Exec [ Exec [ Exec
[u] - -
Policy owner: manager
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Summary

» OSS application security requires a
combination of:

- System settings (Safeguard, fileset etc.)
> File permission validation and control

> Change detection and management

- Event and audit review

- Application specifics (e.g. for MQM the internal
authorization settings etc.)

» You can do it all with native tools, but...
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CSP Solutions deliver:

» Manage and review Safeguard settings easily.

» Apply permission templates from a GUI
console.

» Establish baseline and snapshot views of your
OSS environment with regular checks.

» Review and verify settings and file attributes
as needed.

» Alerts, reports and correlation of OSS events.
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2015 enhancements to Protect-UX

» Improved Product Work Flows.
» OSS Command Control.
» Implement an HTML5 based web interface.

» Optional Authorization Streams.
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Thank you!

Questions?




	Foliennummer 1
	About CSP
	Agenda
	Applications in OSS
	Applications in OSS
	OSS Security Survey Results:
	OSS Security Survey Results (cont’d)
	NonStop system security context
	Safeguard
	OSS Filesets
	Audit in OSS
	Access Rights for OSS files
	OSS Basic Permissions
	OSS Basic Permissions - Issues
	OSS Extended ACLs
	Foliennummer 16
	Ongoing OSS Compliance
	CSP Tools for the task:
	Foliennummer 19
	Foliennummer 20
	Foliennummer 21
	Let’s look a specific example: �IBM MQ
	CSP Protect XP:�Add the user and group
	Check permissions – Protect-UX
	FIC - Create Snapshot
	Change detection
	Verifying the permissions
	Apply ACLs as needed
	Summary
	CSP Solutions deliver:
	2015 enhancements to Protect-UX
	Thank you!

