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Introduction David Lock
2Confidential

Spent a total of 16 Years at ACI
2 tours of duty!
1987- 1994, 2000 - 2009 
• BASE24 Non-stop
• Card Management
• Back-office strategy
• PRM
• Smart Card Products

S1 – creator of Postillion
4 years

Consultancy 
PCI implementation / upgrades
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Global success in payments and data security 

15 of the 25 
largest banks 
in the world

3 of the 15 
largest 

retailers in the 
world

The 3 largest 
credit card 

processors in 
the world
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comforte Data Security Platform helps … 

Simplify and 
Strengthen Your 

Data Security

Enable 
Secure Usage 

of Data 

Achieve 
Compliance & 
Reduce Risk
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Benefits for security teams 
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Simplify data security 
and make it more 
efficient

Enable business 
to use data in a secure 
and compliant fashion

Improve agility
to easily adapt to new 
regulations

Reduce risk
by making your data 
useless for threat actors 

Control access 
to sensitive data on 
granular basis

Consolidate tools 
and reduce cost by 
protecting the data itself 
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Typical use cases
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Data 
Analytics

Cloud
Migration Payments
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Tokenization replaces sensitive values 

Business Applications
First/Last:  Alan Turing
Tax ID num:  101-66-7459
Credit Card: 4321 1234 4568 9012

First/last:  Alan Efplqy
Tax ID num:  FD4-J2-96BG
Credit Card: 4321 1299 9999 9012

comforte
Protection 

Engine 

Downstream DBs, 
Files, Apps

Structured and semi-
structured elements 

containing values such 
as names, DoB, 

account numbers, 
SSNs, etc.
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Your Data Deserves Best-in-Class Tokenization

Stateless / Vault-
less tokenization

Validated by independent 
cryptologists 

Linearly scalable for 
extreme performance

Collision-free

Patented technology based on 
unbalanced Feistel networks

Supports various element formats 
to be tokenized (PII, PHI,…)

comforte Tokenization Engine

Tokenization Algorithm Table of Secrets
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Why v4.0?
• Align security practices with evolving threats
• Security as a continuous process
• Increase flexibility for payment industry organizations to 

meet regulatory requirements amidst different methods 
• Optimize validation methods and reporting options

Major new requirement concerning protecting data at rest:
- Disk Level Encryption is not sufficient anymore
- If Card Data must be stored, it must now be encrypted 

at file level on disk, or field-level in a database.

Partnership Driver: PCI DSS v4.0 Compliance

10

v4.0
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Why comforte for ACI RPS and BASE24?
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• comforte has a track record 
in providing data security 
solutions in the payments 
industry. 

• Extensive knowledge of 
ACI´s organization & 
products.

• comforte has a proven 
track record of installations 
and customer successes on 
HPE NonStop, including 
many examples where our 
solutions protect ACI 
BASE24 on HPE NonStop 
already.

• comforte SecurDPS is ACI’s 
preferred, tested solution 
for protecting data at rest 
for their on-premises 
products

HPE 
NonStop 
Support

Proven Expertise
and ACI Customer 

Successes

Official 
Partnership and 

Integration
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Successful implementations for BASE24 customers
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Download Download Download Download

https://www.comforte.com/fileadmin/Collateral/CS_Indian_Bank.pdf
https://www.comforte.com/fileadmin/Collateral/SS_City_Fresko.pdf
https://www.comforte.com/resources/bankart-meets-pci-and-gdpr-data-protection-requirements-with-zero-downtime
https://www.comforte.com/resources/major-oil-company-chooses-tokenization-to-achieve-pci-compliance


A demonstration of Machine 
Learning and Tokenisation

David Lock

1
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Just drawing a line through data



Just drawing a line through data



Overview of Flow

Train Data Test Data Results

Create
Model

Run
Model

Analyse
Results

Model is 
given 

result to 
train

Results 
use only 

input 
data
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Card use
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Tristain de Cuhna
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Tristain de Cuhna
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Vanuatu
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Vanuatu
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Data
sequenceNo Tdatetime atmid Trans_type Trans_PAN

Trans_
amount

Response_
code BIN Owner Issuer_type Scheme

issuer_
country_
code

FALSE FALSE 51.5366119 -0.121928 134 York Wy, London N1 0AX, UK FALSE

Foreign_
Card ONUS latitude longitude formatted_address Fraudflag
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No features - Untokenised
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Data Tokenised
sequenceNo Tdatetime atmid Trans_type Trans_PAN

Trans_
amount

Response_
code BIN Owner Issuer_type Scheme

issuer_
country_
code

2.0233E+12
2023-12-05
T00:32:31Z BAN34568 29

2241804649
558024 10000 00 769925 WFC Debit MasterCard 949

FALSE FALSE 51.5366119 -0.121928 134 York Wy, London N1 0AX, UK 2579 FALSE

Foreign_
Card ONUS latitude longitude formatted_address

Time
_since Fraudflag

FALSE FALSE 51.5366119 -0.121928 134 DTWP BD, QTSITS S1 0FC, ZP 2579 FALSE
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No features - Tokenised
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The Falkland Islands
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Introduce the Falklands
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Code
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Feature Engineering

22/04/1972 =
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Feature Engineering
10/04/2024 12:17

• Second quarter
• Spring
• April
• Second week of month
• Wednesday
• 12th Hour
• Second quarter hour
• Afternoon
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Binning

5
10
25
5

20
10
10
15

100
120
80
50
75
90
130
110
90
90

250
220
200
200
250
250
210

Small Medium Large
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Vectored Features
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Adding Features
Distance

TimeDiff

Speed

StartWindow

PAN_60_Minute_Count

atmid_60_Minute_Count

atmid_BIN_60_Minute_Count

atmid_Foreign_60_Minute_Count
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Untokenised Features

123456 129856 122356 111156 126546 123456 185461 123456 126543 111222121126
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Tokenised features

777777 888888 122356 154321 165432 777777 937377 777777 984322 965123112244
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Adding Features
Distance

TimeDiff

Speed

StartWindow

PAN_60_Minute_Count

atmid_60_Minute_Count

atmid_BIN_60_Minute_Count

atmid_Foreign_60_Minute_Count
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With features - Tristan
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With features Falklands
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Conclusion

• Not all people from Tristan / Vanuatu / Falklands are bad
• Risk is high of insecure data being used in Machine Learning
• Tokenising data does not impact results
• Using Features on tokenised data provides secure ways of 

providing models that are not overfitted
• SecurDPS should be part of any AI pipeline
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Old stuff!!!
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Fairness

Reliability and 
Safety

Privacy and 
Security 

Inclusiveness

Transparency

Accountability
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I asked Gemma this:

give me directions like an old drunk pirate from 
amsterdam to berlin
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The response I got was:
"Avast, me heartie, and listen close to the rumblin' directions of this old drunk pirate named 
Barry from Amsterdam to the wicked city of Berlin.
First, you gotta sail down the North Sea, me hearty, and head north-east like a drunkard's 
dream. Once you reach the coast of Denmark, you're gonna want to hop ashore in 
Copenhagen. It's a fine city, with plenty of ale and beautiful broads. But you ain't got time to 
mess around, so get your boots on and prepare to journey onward.
From Copenhagen, you're gonna wanna head south-east, me lad, following the old river 
Rhine. It'll lead you through Germany and past some mighty fine castles. You'll also encounter 
a bunch of grumpy Germans, but don't let their sour faces fool you. They're actually quite 
friendly, once you get to know them.
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It goes on…..

Once you reach the city of Berlin, you'll be in the heart of the world. It's a wicked place, full of 
art, history, and plenty of trouble. But hey, you're a pirate, so you're used to trouble. Just be 
sure to drink plenty of schnapps and sing a lot of sea shanties.
Now, me heartie, I know these directions are a bit... rambunctious, but I guarantee you'll find 
your way to Berlin. Just be sure to pack plenty of rum and a good sense of adventure. And 
always remember, the best way to get to Berlin is by following the wind in your hair and the 
devil in your heart. Avast, me heartie, let's raise a glass to the high seas and the wicked city of 
Berlin!"
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Prompt:
using the schema first_name Last_name and account_num 
extract in JSON the features firstname lastname and account 
number from "hello my name is david lock and my account 
number is 1234567"
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Feature Entity Recognition

• Determines part of text
• For security we are looking for PII (Personal Identifiable Information)
• Can identify names, address and other information
• There are multiple routes that can be taken:

• Libraries
• SpaCy
• Flair
• Stanford

• LLM’s
• Regex
• Lookup dictionaries
• Scripting / code
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Pipeline

Text Tag Token Model
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Conclusion

• Never ask a drunk pirate for directions
• Security is key for LLMs (and all AI)
• Tokenising data does not impact results
• Feature Entity Recognition can be used to real time 

tokenise data
• SecurDPS should be part of any AI pipeline

Avast, me heartie, let's raise a glass to the 
high seas and the wicked city of Berlin!"
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SECURE YOUR GROWTH
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