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Introduction David Lock Jat™

Spent a total of 16 Years at ACI : "
2 tours of duty! %
1987- 1994, 2000 - 2009 " %
« BASE24 Non-stop

« Card Management

« Back-office strategy

. PRM e 4
« Smart Card Products " y

S1 - creator of Postillion
4 years

Consultancy
PCl implementation / upgrades



Global success in payments and data security
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comforte Data Security Platform helps ..

Enable
Secure Usage
of Data

Achieve

Simplify and
Compliance &
Reduce Risk

Y

Strengthen Your
Data Security

NCI Worldwide /comforte

© 2023 comforte AG. All rights reserved Real-Time Payments



Benefits for security teams

Simplify data security
and make it more
efficient

=

Reduce risk
by making your data
useless for threat actors

Enable business
to use data in a secure
and compliant fashion

Control access
to sensitive data on
granular basis

© 2023 comforte AG. All rights reserved

Improve agility
to easily adapt to new
regulations

Consolidate tools
and reduce cost by
protecting the data itself

/\Cl Worldwide /comforte

Real-Time Payments




Typical use cases

Data Cloud

Analytics Migration Payments

(s U

A\CI Worldwide'  /comforte
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Tokenization replaces sensitive values

comforte
Protection
} } Engine

First/Last: Alan

Business Applications Tax 1D num:
Credit Card: 4321 12 [eYo): I-]

Structured and semi-
structured elements

containing values such

as hames, DoB,
account numbers,
Downstream DBs, First/last: Alan Efplqy SSNs, etc.
Files. Apps Tax ID num: FD4-J2-96BG

Credit Card: 4321 1299 9999 9012

J\CI| Worldwide comforte
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Your Data Deserves Best-In-Class Tokenization

comforte Tokenization Engine
9%

Stateless / Vault- alidated by independent
less tokenization cryptologists

Linearly scalable for ollision-free

‘ extreme performance

Tokenization Algorithm  Table of Secrets

Patented technology based on Supports various element formats
unbalanced Feistel networks to be tokenized (PII, PHI,..)

J\CI| Worldwide comforte

8 © 2023 comforte AG. All rights reserved Real-Time Payments



comforte ¥  ACI Worldwide



Partnership Driver: PCI DSS v4.0 Compliance

Why v4.0?
« Align security practices with evolving threats
« Security as a continuous process

* Increase flexibility for payment industry organizations to
meet regulatory requirements amidst different methods

« Optimize validation methods and reporting options

Major new requirement concerning protecting data at rest:

V4 . 0 - Disk Level Encryption is not sufficient anymore

- If Card Data must be stored, it must now be encrypted
at file level on disk, or field-level in a database.

) J\CI| Worldwide comforte

© 2023 comforte AG. All rights reserve d Real-Time Payments



Why comforte for ACI RPS and BASE24?

Official Proven Expertise

Partnership and and ACI Customer
Integration Successes

« comforte SecurDPS is ACI's « comforte has a track record « comforte has a proven

preferred, tested solution in providing data security track record of installations
for protecting data at rest solutions in the payments and customer successes on
for their on-premises industry. HPE NonStop, including
products many examples where our
« Extensive knowledge of solutions protect ACI
ACl’s organization & BASE24 on HPE NonStop
products. already.

/\CI Worldwide" "/comforte

1 © 2023 comforte AG. All rights reserved Real-Time Payments



Successful implementations for BASE24 customers

comforte cse sTUOY comforte < comforte comforte

MAJOR INDIAN BANK IMPLEMENTS DATA-GENTRIC LEADING OPERATOR OF M " PCI AND GDPR DATA PROTECTION MAJOR OIL COMPANY CHOOS!
§ﬁ&umw AND MEETS PCI| DSS COMPLIANCE HYPERMARKETS ACHIEVES 5SS REQUIREMENTS MET WITH ZERO DOWNTIME TO ACHIEVE PCI COMPLIANCE
. COMPLIANCE " ON PAYMENTS PROCESSING NETWORK

EE EE EE TR

J\CI Worldwide comforte
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https://www.comforte.com/fileadmin/Collateral/CS_Indian_Bank.pdf
https://www.comforte.com/fileadmin/Collateral/SS_City_Fresko.pdf
https://www.comforte.com/resources/bankart-meets-pci-and-gdpr-data-protection-requirements-with-zero-downtime
https://www.comforte.com/resources/major-oil-company-chooses-tokenization-to-achieve-pci-compliance

comforte

A demonstration of Machine e
Learning and Tokenisation i

David Lock
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Overview of Flow -

Model is & Results
given | SR use only

result to input
train data
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Card use

Dot Plot of Transactions per Hour

40000

nujll”““lllll
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Hour

is_foreign ® Foreign ® Local
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Tristain de Cuhna

! Restaurants | @ Hotels | (@ Thingstodo | @ Transport P Parking | B! Chemists
{ Harbour Q
fEdonburgh of
the Seven Seas

. : Tristan
Vista di Santa Mana da Cunha

comforte
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ristain de Cuhna

Brazil

Goiadnia

Belo Horizonte

hraguay
Asuncion A Séo Paulo
o) RAN

Uruguay

es \
®

“ontevideo

South
Georgia and
the South
Sandwich
Islands

Ve

Luanda
@

Namibia ~—Botswa

South A

Cape Town Gge
@
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Vanuatu
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Solomon
Islands

Vanuatu 792"

New
Caledonia

Nouméa
@

~/comforte



Vanuatu
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Papua New
Guinea
Port Moresby
@

Australia

Adelaide

P.!('Ibc-urr'e

Hobart

Solomon
Islands

New
Caledonia

Auckland

Wellington
®

New
Zealand

Cook Islands
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Data

issuer
Trans_ Response_ country
sequenceNo Tdatetime atmid Trans type Trans PAN amount code Owner Issuer type Scheme code

Foreign
Card ONUS latitude longitude formatted_address Fraudflag

~/comforte
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No features - Untokenised

*+ VARIABLE IMPORTANCES
* TRAINING METRICS - CONFUSION MATRIX ROW LABELS: ACTU Oowner
. atmid
FALSE TRUE Error Rate Precision
Trans_PAN-A
FALSE 474362 6 0.0 6 / 474,368 1.0 sequenceNo-
TRUE © 1155 © © / 1,155 0.99 BINA
2 T -
Total 474362 1161 0.0 6 / 475,523 rans_type
3 Trans_amount-
= Issuer_type-
g Scheme-
* VALIDATION METRICS - CONFUSION MATRIX ROW LABELS: AC 1'ssuer_country_code—
Foreign_Card-
FALSE TRUE Error Rate Precision ONUS-
FALSE 190922 6 0.0 6 / 190,928 1.0 latitude-
TRUE 0 360 @ o / 360 0.98 longitude
formatted_address-
Total 190922 366 0.0 6 / 191,288 r T T T T T T T T T 1
Recall 1.0 1.0 ©® ®©& ©®© © © © o o o o -

scaled_importance

comforte
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Data Tokenised

issuer

Trans_ Response_ country
sequenceNo Tdatetime atmid Trans type Trans PAN amount code Owner Issuer type Scheme code
2023-12-05 2241804649
2.0233E+12T00:32:31Z BAN34568 29 558024 10000 (0]0] 769925 WFC Debit MasterCard 949
Foreign Time
Card ONUS latitude longitude formatted_address since Fraudflag

FALSE FALSE 51.5366119 -0.121928 134 DTWP BD, QTSITS S1 OFC, ZP 2579 FALSE

~/comforte
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No features - Tokenised

* TRAINING METRICS - CONFUSION MATRIX ROW L SIS LE ML ORI NCES

Owner
FALSE TRUE Error Rate Precision atmid

FALSE 474361 7 0.0 7 / 474,368 1.0 Trans_PAN

BINA
TRUE © 1155 @ 0 /1,155 ©.99 sequenceNo-

Total 474361 1162 0.0 7 / 475,523 Trans_type-
- : 1 1 Trans_amount-
Response_code-
Issuer_type-
Scheme-

v VALIDATION METRICS - CONFUSION MATRIX RO issuer_country_code-
Foreign_Card-

SR Clic
FALSE TRUE Error Rate Precision ONUSH
' : : ' : latitude-
FALSE 190920 6 0.0 ’6 / 190,926 ,1'9 Tongitude-
TRUE 0 360 © e / 360 0.98 formatted_address-

Total 190920 366 0.0 6 / 191,286

Recall 71.0 1.0

)
~
Ee

]
-

-

o

>

T T T
< n Yo}

(O] (O] (O]

Recall 1.0 1.0 scaled_importance

comforte
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The Falkland Islands

Paraguay o
Asuncion S&o Paulo

Cordoba

Uruguay

Buenos Aires

Argentlna Montevideo

Falkland
Islands (Islas

Malvinas) South

Georgia and
the South
Sandwich

Islands

Keyboard shoricuts  Map data ©2024 Google  Terms

~/comforte
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Introduce the Falklands

v+ VARIABLE IMPORTANCES

Owner

atmid

Trans_PAN
sequenceNo

BIN

Trans_type
Trans_amount
Response_code
Issuer_type
Scheme
issuer_country_code
Foreign_Card

ONUS

latitude
longitude
formatted_address

v+ PREDICTION - CONFUSION MATRIX ROW LABELS:

FALSE TRUE Error Rate Precision

FALSE © 7047 1.0 7,047 / 7,047 NaN

(]
—
Qo

1]
-

“

©

>

TRUE 0] 180 © © / 180 0.02
Total © 7227 0.9751 7,047 /[ 7,227
Recall 0.0 1.0

< n to)
© (O] (O]

scaled_importance

comforte
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Code

33

@ J gbm_cdfd2e48_6ee9_443c_bff0_6be52784838e.java X

Users > davidlock > Downloads > J gbm_cdfd2e48_6ee9_443c_bff0_6be52784838e.java
/() 284 class gbm_cdfd2e48_6ee9_443c_bffo_6be52784838e_ColInfo_3 implements java.io.Serializable { :
static final class gbm_cdfd2ed48_6ee9_443c_bffo_6be52784838e_Colinfo_3_29 implements java.io.Serializabl
static final void fill(String[) sa) { ;

87463
87464

88594
88595
88596
88597
88598
88599
88600
88601
88602
88603
88604
88605
88606
88607
88608
88609
88610
88611
88612
88613
88614
88615
88616
88617
88618
88619
88620
88621
@ 88622

88623
88624

{%} 88625

88626

B ®@oa0 wo

&8 B % %

+ ¢

G LVVALYy —

sa[88129] =
sa[88130] =
sa[88131] =
sa[88132] =
sa[88133]) =
sa[88134] =
sa[88135] =
sa[88136] =
sa[88137) =
sa[88138] =
sa[88139] =
sa[88140) =
sa[88141] =
sa[88142] =
sa[88143] =
sa[88144) =
sa[88145] =
sa[88146) =
sa[88147] =
sa[88148) =
sa[88149] =
sa[88150@] =
sa[88151] =
sa[88152] =
sa[88153]) =
sa[88154] =
sa[88155]) =
sa[88156] =
sa[88157) =
sa[88158] =
sa[88159] =
sa[8816@] =
sa[88161] =

HIVVOUTUT A LD AL

"4508885248573107";
"4508885293433048";
"4508904002772054";
"4508905010162129";
"4508905628051117";
"4508914660221176";
"4508924241897098" ;
"4508925681283436" ;
"4508935246197049";
"4508935820871013";
"4508954006912019";
"4508954049002366" ;
"4508954053332009";
"4508954064732166" ;
"4508954075852387";
"4508954090202229";
"4508954673010135";
"4508984041152000";
"'4508984058472177";
"4508984206713014";
"4508984222337201";
"4508984226297213";
"4508985238633486" ;
"4508985249073265";
"4508985279633236" ;
"4508985280023096" ;
"4509004656207024" ;
"4509004687557041";
"4509005635891027";
"4509024092422285";
"4509024241397211";
"4509054055742233";
"4509054088912137";

Ln1,Col1 Spaces:2 UTF-8 LF Java 0

“/comforte



Feature Engineering
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Feature Engineering
10/04/2024 12:17

comforte
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Binning

Small Medium Large

"/ comforte
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Vectored Features

+ l/
o 4+
22/04/1972 % =

R
« Second quarter I

* Spring

* April

« Second week of month
 Wednesday

« 12t Hour

« Second quarter hour

« Afternoon

~/comforte

Small Medium Large
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Adding Features

38

Distance

TimeDiff

Speed

StartWindow
PAN_60_Minute_Count
atmid_60_Minute_Count

atmid_BIN_60_Minute_Count

atmid_Foreign_60_Minute_Count

© 2023 comforte AG. All rights reserved

comforte



Untokenised Features

123456 121126 129856 122356 111156 126546 123456 185461 123456 126543 111222

"/comforte
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Tokenised features

777777 112244 888888 122356 154321 165432 777777 937377 777777 984322 965123

"/ comforte

40 © 2023 comforte AG. All rights reserve d



Adding Features

Distance

TimeDiff
Speed
StartWindow
PAN_60_Minute_Count
atmid_60_Minute_Count

atmid_BIN_60_Minute_Count

atmid_Foreign_60_Minute_Count

41

comforte
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With features - Tristan

v TRAINING METRICS - CONFUSION MATRIX ROW L v« VARIABLE IMPORTANCES

FALSE TRUE Error Rate Precision atmid_BIN_60_Minute_Count
: : PAN_60_Minute_Count
FALSE 474368 0 ) © / 474,368 1.0 Issuer_type
: y Tra
TRUE © 1155 @ e / 1,155 1.0 IO i
time_since_previous
Total 474368 1155 © e / 475,523

Distance
Recall 1.0 1.0

Response_code
atmid_Foreign_60_Minute_Count
Foreign_Card
TimeDiff
atmid_60_Minute_Count
* VALIDATION METRICS - CONFUSION MATRIX RO Trans_type
Speed
FALSE TRUE Error Rate Precision ONUS

< w0 0

FALSE 190924 2 ’9.9 2 / 190,926 ‘1.9 - B e
TRUE (0] 360 © ‘9 / 360 '0.99 ‘ scaled_importance
Total 190924 | 362 ' 0.0 . 2 / 191,286 |

Recall 1.0 | 1.0 | ' ‘

variable

comforte
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With features Falklands

v VARIABLE IMPORTANCES

atmid_BIN_60_Minute_Count
PAN_60_Minute_Count
Issuer_type

Trans_amount
time_since_previous

Distance

Response_code
atmid_Foreign_60_Minute_Count

FALSE TRUE Error Rate Precision F”’“’i‘?”-;‘?;‘;
1 ) . : amev

FALSE 7045 0 ) @ / 7,045 1.0 atwid_69_Hinute_Count
: . ] : : Trans_type

TRUE 0 180 © @/ 180 1.0 e
Total 76045 180 © 0 / 7,225 > 4 A om 3w ©

@ o (o)

v PREDICTION - CONFUSION MATRIX ROW LABELS:

v
-
Ne]

L
"

=~

T

>

Recall 1.0 1.0 scaled_importance

comforte
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Conclusion

Not all people from Tristan / Vanuatu / Falklands are bad
Risk is high of insecure data being used in Machine Learning
Tokenising data does not impact results

Using Features on tokenised data provides secure ways of
providing models that are not overfitted

SecurDPS should be part of any Al pipeline

comforte
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Old stuff!!!

~/comforte



~/comforte
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| asked Gemma this:

give me directions like an old drunk pirate from
amsterdam to berlin

/comforte
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The response | got was:

"Avast, me heartie, and listen close to the rumblin' directions of this old drunk pirate named
Barry from Amsterdam to the wicked city of Berlin.

First, you gotta sail down the North Sea, me hearty, and head north-east like a drunkard's
dream. Once you reach the coast of Denmark, you're gonna want to hop ashore in
Copenhagen. It's a fine city, with plenty of ale and beautiful broads. But you ain't got time to

mess around, so get your boots on and prepare to journey onward.

From Copenhagen, you're gonna wanna head south-east, me lad, following the old river
Rhine. It'll lead you through Germany and past some mighty fine castles. You'll also encounter
a bunch of grumpy Germans, but don't let their sour faces fool you. They're actually quite
friendly, once you get to know them.

comforte
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It goes on.....

Once you reach the city of Berlin, you'll be in the heart of the world. It's a wicked place, full of
art, history, and plenty of trouble. But hey, you're a pirate, so you're used to trouble. Just be
sure to drink plenty of schnapps and sing a lot of sea shanties.

Now, me heartie, | know these directions are a bit... rambunctious, but | guarantee you'll find

your way to Berlin. Just be sure to pack plenty of rum and a good sense of adventure. And
always remember, the best way to get to Berlin is by following the wind in your hair and the
devil in your heart. Avast, me heartie, let's raise a glass to the high seas and the wicked city of

comforte
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Prompt:

using the schema first_name Last_name and account_num
extract in JSON the features firstname lastname and account
number from "hello my name is david lock and my account
humber is 1234567

Ol Gemma:Latest
Sure, here is the extracted JSON data:

Copy Code

{
“"first_name": "David",
"Last_name": "Lock",
"account_num": "1234567"
}

This extracted JSON data includes the first name, last name, and account number from the

provided text.
7 0 PO O

comforte
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Feature Entity Recognition

« Determines part of text
* For security we are looking for Pll (Personal Identifiable Information)
« Can identify names, address and other information
« There are multiple routes that can be taken:
* Libraries : l
« SpaCy

* Flair

« Stanford =0
 LLM’s ~
 Regex
* Lookup dictionaries

« Scripting / code

i (i

“/comforte
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Pipeline

Text

52

i

i

L

Tag

Token

© 2023 comforte AG. All rights reserved

AN,

\)
XA NHA
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Conclusion

Never ask a drunk pirate for directions

Security is key for LLMs (and all Al)

Tokenising data does not impact results

Feature Entity Recognition can be used to real time
tokenise data

SecurDPS should be part of any Al pipeline

Avast, me heartie, let's raise a glass to the

high seas and the wicked city of Berlin!"

comforte
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